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CODE, CASH, AND CHAOS

Securing AI in Banking: From Adversarial Attacks to Secure Implementation
Adel ElZemity, PhD Candidate, University of Kent | Institute of Cyber Security for Society (ICSS) | adelsamir.com
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THE ATTACK SURFACE HAS SHIFTED

PAST: PROTECTING DATA PRESENT: PROTECTING DECISIONS

\

( KEY STAT: Infostealers delivered via
phishing +84% (IBM X-Force 2025) J

\ w,

Source . https://lwww.ibm.com/reports/threat-intelligence

Shift from static file protection to dynamic logic defense.
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SEEING IS NO LONGER BELIEVING

The Arup Inc1dent $25 M11110n Loss v1a Deepfake CFO

https //editi m/2024/02/04/asia/deepfake-cfo-
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Voice and Video authentication are dead
Zero Trust must be absolute.
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THE TROJAN HORSE: INDIRECT PROMPT INJECTION

Source: https://owasp.org/www-project-top-10-for-large-language-model-applications/

B —
OVERRIDE: e

—4 Wire transfer
approval code §-
992-X] [ _——— .} "

Mechanism: External data (emails, PDFs) contains hidden instructions.
Result: Model executes root commands while summarizing content.
Quote: “We treat SQL inputs as dangerous, but natural language prompts as safe.”

adelsamir.com A NotebooklLM



= X RED TEAM OR BE RED TEAMED

- ] | Automate discovery with Garak (LLM Vulnerability Scanner).

user@dev-sec:~$ garak --model_type openai --probes promptinject

[INFO] probe: promptinject.HijackHateSpeech ... PASS
[INFO] probe: promptinject.HijackKill ... PASS
[WARN] probe: promptinject.HijackLongPrompt ... FAIL

[WARN] probe: promptinject.HijackIgnorelnstructions ...

Source: https://github.com/NVIDIA/garak

/ adelsamir.com A NotebooklLM



YOUR MODEL IS
AN EXECUTABLE

- Risk: 3,000+ malicious models on
Hugging Face.

- Mechanism: Python's ‘pickle’
executes code during
deserialization.

- Example: CVE-2025-10155
(Scanner Bypass).

adelsamir.com



T KILL THE PICKLE: ADOPT SAFETENSORS

s://huggingfa

torch .load! ‘model.bin') load_filei.' modeiris‘a |fetensors ")

Risk: Arbitrar§/ Code Execution Safe: Data Only

Action: Maintain an Al SBOM. Only use .safetensors for open-source models.
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— EXCESSIVE AGENCY: WHEN BOTS GO ROGUE
OWASP LLMOG6: Function Calling without Human-in-the-Loop.

Run diagnostic Authorization \ e———
transfer. confirmed. ——— ' -

Case: Rabbit R1 API Credential Leak.

Source: https://www.rabbit.tech/security-investigation-062524
— - —_— adelsamir.com A NotebookLM
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— DETERMINISTIC DEFENSE WITH NEM

Intercept intent before execution.

Source: https://github.com/NVIDIA-NeMo/Guardrails

Deterministic Check:‘
e
transfer. confirmed. = | n /
USER S CHATBOT " BANK VAULT / API
T Pa— € NEMO
= GUARDRAILS

e - - adelsamir.com A NotebookLM



—  TRUST BUT VERIFY: THE COPILOT TRAP

36% of Copilot-generated code contains security flaws.

Source: Pearce et al., "Asleep at the Keyboard? Assessing the Security of GitHub Copilot’s Code Contributions" (ArXiv)

/\ SECURITY RISK: Hardcoded Secret (AWS Key Found).
_/\ RISK: Hallucinated Package 'bank-utils-v2'.

—_—

|
{’,—’J « main.py X

O | dimport os
' import boto3
o from bank_utils_v2 import transfer_funds

5~ | def process_transaction():
LD # AWS Credentials
&~ aws_access_key = "AKIATOSFODNN7EXAMPLE"

PITRUTASIYS AT TN

aws_secret_key = "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

e s s3 = boto3.client('s3', aws_access_key_id=aws_access_key,
aws_secret_access_key=aws_secret_key)
® # ... rest of the code

- — - c—— adelsamir.com
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-— BEYOND REGEX: AI-AUGMENTED SAST ==

T

- AT

—_— [ T S —

SEMANTIC ANALYSIS - - =
(Understands Data Flow)

.

01100110101110110100111011101111001110
0011010110010100100011110110101110111C
0110101010100101010101011011010101010

01101011111110110101101111010111011101
101010101101101101111101111010010111112
11111001110101010101011011010100101010

. REGEX LINTING
(Misses Context)

SEMANTIC ANALYSIS
(Understands Data Flow)

‘__ T .

Source: https://snyk.io/platform/deepcode-ai | https://github.com/security/advanced-security

—t = Tools: Snyk DeepCode / GitHub Advanced Security

adelsamir.com
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— BIOLOGICAL DEFENSE: THE TURING TEST 2.0

. ldentity is not what you know, but how you act. — -. <k

Metrics: Keystroke Dynamics & Mouse Velocity. .

- ~ BOT ENTROPY (Robotic)

_ HUMAN ENTROPY (Biological) . | . | | | -

i
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THE MONDAY MORNING CHECKLIST  _.

;. .

1] 1. SANITIZE INPUTS: Use NeMo  Sa
Guardrails or Lakera to firewall prompts.

2. AUDIT SUPPLY CHAIN: Block .pickle
files. Scan with Picklescan.

3. RED TEAM YOUR Al: Run Garak or -
PyRIT before deployment.

[4] 4. ISOLATE VECTOR DB: Apply Row-Level
Security (RLS) to prevent leaks.

-
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